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APPEAL BRIEF (37 C,F,R, 4137^ 

This brief is in furtherance of the Notice of Appeal, filed in this case on March 28, 2006. 



A fee of $500.00 is required for filing an Appeal Brief Please charge this fee to IBM 
Corporation Deposit Account No. 09-0461- No additional fees are believed to be necessary. If, 
however, any additional fees are required, I authorize the Commissioiier to charge these fees which 
may be required to IBM Corporation Deposit AccxDunt No. 09-0461. No e?rtension of time is 
believed to be necessary. If, however* an extension of time is required, the extension is requested, 
and I authorize the Conmiissioner to charge any fees for this extension to IBM Corporation Deposit 
Account No. 09-046 1 . 
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UK AI. PARTY IN INTEREST 

The real party in interest in tiiis appeal is the following party: Intemational Business Machines 
Corporation of Armonk, New York. 
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DELATED APPEALS AND INTER FI^RF.NCES 

With respect to other appeals or interferences that will directly affect, or be directly affected 
by, or have a bearing on the Board's decision in the pending appeal, there are no such appeals or 
interferences. 
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STATUS OF CLAIMS 
A- TOTAL NUMBER OF CLAIMS IN APPLICATION 

Claims in the application are: 1-38 

B. STATUS OF ALL THE CLAIMS IN APPLICATION 

1. Claims canceled: None 

2. Claims withdrawn ftoin consideration but not canceled: None 

3. Clahns pending: 1-38 

4. Claims allowed; None 

5. Claims rejected: 1-4, 7, 8, 12-18, 21, 22, 26-30, 33, 34, and 38 

6. Claims objected to; 5. 6, 9-11, 19, 20. 23-25, 31, 32, and 3507 

C. CLAIMS ON APPEAL 

The claims on appeal are: 1-4. 7, 8, 12-18. 21 . 22, 26-30. 33, 34, and 38 



(Appeal Brief Pago 4 of 37) 
DcLima et al. - 09/904,025 



PAGE 7/40 ' RCVD AT 5/3112006 3:57:27 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-2/0 * DNIS:2738300 ' mm 385 7766 * DURATION (mm-ss):1fl44 



May 31 200G 2j58PM YEE 8. flSSOCIRTES , P.C, (972J 385-776S p. 8 



STATTfg OF AMENDMENTS 

A Response to Final Office Action was filed on March 6, 2006. The Final Office Action 
states that claims 5, 6, 9-1 1, 19, 20, 23-25. 31, 32, and 35-37 were objected to as being 
dependent upon a rejected base claim, but would be allowable if rewritten in independent form 
including all of the limitations of the base claim and any intervening claims. In response. 
Appellant rewrote the claims in independent form to overcome this objection. However, in an 
Advisory Action, the Examiner stated that the amendments to Hie claims would not be entered 
because the amendments to the claims, as required by the Examiner in the Final Office Action, 
"raised new issues which require new search and further consideration." The claims on Appeal 
herem are as finally rejected in the Final Office Action dated December 28, 2005. 
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STmfMARY QF ri^IMED S Tm-ITFrT MATTER 



Al. CLAIM 1 - INDEPENDENT 

Claim 1 is directed to a method in a data processing system processing i req.uest A 
request is received (Specification pg. 17, lines 1 8-19; Figure 6, step 600). In response to a first 
hash value being present within the request, the first hash value is compared to a second hash 
value (Specification pg. 15, lines 1-9; pg. 17. lines 22-24; pg. 18, lines 9-18; pg. 21. lines 6-9; 
Figure 6, step 602 and 608). The second hash value represents a current poUcy configuration for 
a quality of service (Specification pg. 14, lines L-6; pg. 15. lines 1-9; pg. 18, lines 7-9; pg. 21, 
lines 6-9; Figure 6, step 606). In response to a match between the first hash value and the 
second hash vahie. a quality of service is set based on information associated with the first hash 
value (Specification pg. 1 5, lines 1-9; pg. 18, lines 18-22; pg. 2 1, lines 9-12; Figure 6, step 610). 

Al. CLAIM 13 - INDEPENDENT 

Claim 1 3 is directed to a data processing system conqprising a bus system, a 
communications unit connected to the bus system (Specification pg. 12, lines 13-28, Figure 2. 
modem 218); a memory unit connected to the bus system (Specification pg. 12, lines 3-6, Figure 
2, processors 202. 204) and a processing unit connected to the bus unit (Specification pg. 12. 
Imes 7-9. Figure 2, memory controller/cache 208). The memory contains instroctions and the 
processing unit executes the instructions. The processing unit executes a set of bstructions to 
receive a request (Specification pg. 17. lines 18-19; Figure 6, step 600). Then, in response to a 
first hash value being present within the request, the processing unit executes a set of 
instructions to compare the first hash value to a second hash value (Specification pg. 15, lines 1- 
9; pg. 17. lines 22-24; pg. 18, lines 9-18; pg. 21, Unes 6-9; Figure 6, step 602 and 608). The 
second hash value represents a current policy configuration for a quality of service (Specification 
pg. 14. lines 1-6; pg. 15, lines 1-9; pg. 18, lines 7-9; pg. 21. lines 6-9; Figure 6. step 606). Then, 
in response to a match between the first hash value and the second hash value, the processing 
unit executes a set of inslmctions to set a quality of service based on information associated with 
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the first hash value (Specification pg. 15. lines 1-9; pg. 18, lines 18-22; pg. 21. lines 9-12; 
Figure 6, step 610). 

Ai, CLAIM 15 - INDEPENDENT 

Claim 15 ia directed to a data processing system for processing a request. The data 
processing system has a teceiviag means (Specification pg 13, line 19 -21. Figure 3, policy 
agent 306) for receiving the request (Specification pg. 17, Unes 18-19; Figure 6, step 600). In 
response to a first hash value being present within the request, a comparing means (Specification 
pg 13, Une 19-21; pg, 15, lines 1-9; Hgnre 3. poUcy agent 306) compares the first hash value to 
a second hash value (Specification pg. 1 5. lines 1-9; pg. 17. lines 22-24; pg. 18, lines 9-18; pg. 
21. lines 6-9; Figure 6, step 602 and 608). The second hash value represents a current policy 
configuration for a quality of service (Specification pg. 14, lines 1-6; pg. 15, lines 1-9; pg. 18. 
lines 7-9; pg, 21 , lines 6-9; Figure 6, step 606). In response to a match between th6 first hash 
value and the second hash value, a setting means (Specification pg 15, line 10 - pg. 16, line 5; 
Figure 3, TCP/IP stack 308) sets a quality of service based on information associated with the 
first hash value (Specification pg. 15, Unes 1-9; pg. 18, lines 18-22; pg. 21, lines 9-12; Figure 6, 
step 610). 



Al. CLAIM 27 - INDEPENDEOT 



Claim 27 is directed to a computer program product for processing a request. A request 
is received (Specification pg, 17, lines 18-19; Figure 6. step 600). In response to a first hash 
value being present within the request, the first hash value is compared to a second hash value 
(Specification pg. 15, lines 1-9; pg. 17. Unes 22-24; pg. 18, lines 9-18; pg. 21, lines 6-9; Figure 
6» step 602 and 608). The second hash value represents a current policy configuration for a 
quality of service (Specification pg. 14, lines 1-6; pg. 15, lines 1-9; pg. 18, Unes 7-9; pg. 21, lin. 
6-9; Figure 6, step 606). In response to a match between the fust hash value and the second 
hash value, a quaUty of service is set based on infonnation associated with the first hash value 
(Specification pg. 1 5, lines 1-9; pg. 18, lines 18-22; pg. 21 . lines 9-12; Figure 6. step 610). 
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A2. CLAIM 8 - INDEPENDENT 

Claim 8 is directed to a method in 8 data processing system for processing a request. In 
response to receiving a request containing a selected cookie in which the selected cookie 
includes a first hash value and information associated with the hash value (Specification pg. 10, 
line 6 -pg. 11, line 3; pg. 13, lines 23-28; pg. 17, lines 18-19; Figure 6, step 600), determining 
whether the firat hash valuo ooireaponda to a second hash value. (Specification pg. 15. lines 1-9; 
pg. 17, lines 22-24; pg. 18, lines 9-18; pg. 21, lines 6-9; Figure 6. step 602 and 608). The 
second hash value represents a current policy configuration for processing requests by the data 
processing system (Specification pg. 14, lines 1-6; pg. 15, lines 1-9; pg. 18, lines 7-9; pg. 21, 
lines 6-9; Figure 6. step 606). In response to a correspondence between the first hash value and 
the second hash value, processing the request using the information (Specification pg. 1 5, lines 
1-9; pg. 18, lines 18-22; pg. 21, lines 9-12; Fignre 6, step 610). 

A2. CLAIM 14 - INDEPENDENT 



Claim 14 is directed to a data processing system comprising a bus system, a 
communications unit connected to the bus system (Specification pg. 12, lines 13-28, Figure 2, 
modem 218); a memory unit cormected to the bus system (Specification pg. 12, lines 3-6, Figure 
2, processors 202, 204) and a processing unit connected to the bus unit (Specification pg. 12, 
lines 7-9, Figure 2, memory controller/cache 208). The memory contains instructions and the 
processing unit executes the nistructions. The processmg unit executes a set of instructions to 
receive a request (Specification pg. 17, lines 18-19; Figure 6, step 600). Then, in response to 
receiving a request containing a selected cookie in which the selected cookie includes a first hash 
value and information associated with the hash value (Specification pg. 10, line 6 - pg. 1 1 , line 
3; pg. 13, lines 23-28; pg. 17, lines 18-19; Figure 6, step 600), determining whether the first 
hash value corresponds to a second bash value. (Specification pg. 15, lines 1-9; pg. 17, Unes 22- 
24; pg. 18, lines 9-18; pg. 21, lines 6-9; Figure 6, step 602 and 608). The second hash value 
represents a current policy configuration for processing requests by the data processing system 
(Specification pg. 14, lines 1-6; pg. 15, lines 1-9; pg. 18, lines 7-9; pg. 21, lines 6-9; Figure 6, 
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Step 606). In response to a correspondence between the first hash value and the second hash 
value, processing the request using the information (Specification pg. 15, iine^ 1-9; pg* IS, lines 
1 8-22; pg. 21, lines 9*12; Figure 6, step 610). 

A2. CLAIM 22 - INDEPENDENT 

Claim 22 is directed to a data processing system for processing a request. In response to 
receiving a request (Specification pg. 17, lines 18-19; Figure 6, step 600) containing a selected 
cookie in which the selected cookie includes a first hash value and information associated with 
the hash value (Specification pg, 10, line 6 - pg. 1 1 , line 3; pg. 13, lines 23-28; pg. 17, lines 1 
19; Figure 6, step 600), a determining means (Specification pg 13, line 19-21; pg. 15, lines 1-9; 
Figure 3, policy agent 306) detennines if the first hash value corresponds to a second hash value 
(Specification pg. IS, lines 1-9; pg. 17, Imes 22-24; pg. 18, lines 9-18; pg. 21, lines 6-9; Figure 
6, step 602 and 608). The second hash value represents a current policy configuration for 
processing requests by the data processing system (Specification pg, 14, lines 1 -6; pg. 1 5, lines 
1-9; pg. 18, lines 7-9; pg. 21, lines 6-9; Figure 6, step 606). In response to a correspondence 
between the fu^ hash value and the second hash value, a processing means (Specification pg 1 5, 
line 10 - pg. 16, line 5; Figure 3, TCP/IP stack 308) processes the request using the infomaation 
(Specification pg. IS, lines 1-9; pg. 18, lines 18-22; pg, 21, lines 9-12; Figure 6, step 610), 

A2. CLAIM 34 - INDEPENDENT 

Claim 34 is directed to a computer program product for processing a request. Responsive 
to receiving a request (Specification pg. 17, lines 18-19; Figure 6, step 600) containing a 
selected cookie in which the selected cookie includes a first hash value and information 
associated with the first hash value (Specification pg. 10, line 6 - pg. 1 1, line 3; pg. 13, lines 23- 
28; pg. 17, lines 18-19; Figure 6, step 600), instructions are executed to determine if the first 
bash value corresponds to a second hash value (Specification pg. 15, lines 1-9; pg. 17, lines 22- 
24; pg 1 8, lines 9-18; pg. 21 , lines 6-9; Figure 6, step 602 and 608). The second hash value 
represents a current policy configuration for processing requests by the data processing system 
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(Specification pg, 14. lines 1-6; pg, 15. lines 1-9; pg. 18. lines 7-9; pg. 21, lines 6-9; Figure 6, 
step 606). In response to a correspondence between the first hash value and the second hash 
value, instmctions are executed to process the request using the information (Specification pg. 
15, lines 1-9; pg, 18, lines 18-22; pg. 21, lines 9-12; Figure 6, step 610). 
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GROIINDS OF REJECnON TO BE REVIEWED ON APPEAL 

A. GROUND OF REJECTION 1 (Claims 1, 7, 8, 12-15, 21, 32, 26, 27, 33, 34, and 38) 

Whether claims 1, 7, 8, 12-15, 21, 22, 26, 27, 33, 34, and 38 are obvious under 35 U.S.C. § 
103 over Edelman, U. S. Patent No. 6,857,067 B2 in view of Mohaban et al., U.S. Patent No. 6,788.647 
Bl. 

B, GROUND OF REJECTION 2 (ClalmK 2-4, 16-18, and 28-30) 

Whether claims 2-4, 16-18. and 28-30 are obvious under 35 U.S.C. § 103 overEdelman. 
U. S. Patent No. 6,857,067 B2 in view of Mohaban et al., U.S. Patent No. 6,788,647 Bl, and 
finther in view of Masters. U.S. Patent No. 6.374,300 B2. 



(Appeal Brief Page 11 of 37) 
];>el.ima et al. - 09/904,025 



PAGE 14/40 ' RCVD AT S/31/2006 3:57:27PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-2IO * DNIS:2738300 * CSID:972 3S5 7766* DURATION (mm-ss):10-44 



riaa 31 2006 2:59PM YEE 6. nSSOCinTES, P.C* (972J 395-77S6 p. 15 



ARGUMENT 



A, GROUND OF REJECTION 1 (Claims 1, 7> 8, 12-15, 21, 22, 26, 27, 33, 34, and 38) 

The Final Office Action rejects claims 1, 7. 8. 12-15, 21 , 22, 26, 27, 33, 34, and 38 under 
35 U.S.C, § 103(a) as being unpatentable over Edelman, U. S. Patent No. 6,857^067 B2 in view 
of Mohaban et al„ U.S. Patent No. 6J88,647 Bl. 

Al. 35 U.S,C, 8 103. Obviousne sa, claims 1, 7. 13. 15. 21, 27. and 33 
Regarding Claims 1 and 15, the Final Office Action states: 

Regardbg claims 1 and 15, Edelman teaches the invention substantially 
as claimed. Edelman discloses a method in a data processing system for 
processing a request, the method comprising: 

receiving the request (column 3, lines 42-45; column 4, lines 43-55); 

responsive to a first hash value being present within the request^ 
comparing the first hash value to a second bash value, wherein the second hash 
value represents a current policy configuration (colunm 10, lines 13-63). 
However, Bdelman does not specifically teach the current policy configuration to 
be a for a quality of service and that responsive to a match between the first hash 
value and the second hash value, setting a quality of service based on infbmiation 
associated with the first hash value. 

In the same field of endeavor, Mohaban discloses a method for ^'creating 
atid storing an entry in a table that uniquely identifies the network data flow and 
that includes the inbound value" [See Mohaban; column 6, line sl-15; colxiim 8, 
lines 40-67; column 9, lines 1-3]. 

Accordingly, it would have been obvious to one of ordinary skill in the 
networking art at the time the invention was made to have incori)orated 
Mohaban's teachings of a method and apparatus to use hash value to set the 
quality of service, with the teachings of Edelman, for the purpose of *^pr eventing 
tmauthorized access to electronic data stored on an electronic device^' as stated 
by Edelman in lines 1-4 of column 5. Thus, Mohaban also provides motivation to 
combine by stating a need to also provide to the network with "a way to set 
quality of service values for packets transmitted in the network flow in both 
directions of a flow among a sender and a receiver** (See Mohaban column 5, 
lines 5-8]. By tihis rationale claims 1 and 15 are rejected 

Final Office Action dated December 28, 2005, pages 3 and 4. 
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A fundamental notion of patent la^w is the concept that invention lies in the new 
combination of old elements. Therefore, a rule that every invention could be rejected as obvious 
by merely locating each element of the invention in the prior art and combining the references to 
formulate an obviousness rejection is inconsistent with the very nature of "invention." 
Consequently, a rule exists that a combination of references made to establish aprima facie case 
of obviousness must be supported by some teaching, suggestion, or incentive contained in the 
prior art which would have led one of ordinary skill in the art to make the claimed invention. 

The Examiner bears the burden of establishing a /7n>ni3 facte case of obviousness based 
on the prior art when rejecting claims under 35 U.S.C, g 103. In re Fritch, 972 F.2d 1260. 23 
U.S.P.Q^d 1780 (Fed. Cir. 1992). 

Additionally, in comparing Edebman to the claimed invention, the claim limitations of the 
presently claimed invention may not be ignored in an obviousness determination. 

Independent claim 1, which is representative of independent claims 13» IS, and 27 with 
regard to similarly recited subject matter, recites: 

1 , A method in a data processing system for processing a request, the 
method comprising: 

receiving the request; 

responsive to a first hash value being present within the request, 
comparing the first hash value to a second hash value, wherein the second hash 
value represents a current policy configuration for a quality of service; and 

responsive to a match between the first hash value and the second hash 
value, setting a quality of service based on information associated with the first 
hash value. 

Bdelman does not teach or suggest all the claim limitations in independent claim 1. Specifically, 
Edelman does not teach the feature of '"responsive to a fu^t hash value being present within the 
request, comparing the first hash value to a second hash value, wherein the second hash value 
represents a current policy configuration for a quality of service." Such a feature is not taught or 
suggested by Edelman. Therefore, claim 1 is not obvious in view of Edelman because the features 
believed to be disclosed by this cited reference are not present. 

The Final Office Action points to column 10, lines 13 through 63 of Edelman, reproduced 
below for the Boand^s convenience, as teaching the feature of responsive to a first hash value 
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being present within the request, comparing the first hash value to a second hash value» wherein 
the second hash value represents a current policy configuration for a quality of service:'' 

The private key used by the software protection administrator may be one 
of a set of private keys, e,g„ a set of 100 keys. Using a large set of private keys 
makes cracking any particular key in the set more difficult, since a different key 
may he used for each update. 

The client program receives the new data and encrypted bash and stores it 
on the smart card* Each time the smart card is accessed in this manner^ the smart 
card performs a hash comparison using its internal processor to prevent 
unauthorized changes to the smart card data. 

To perfbim the hash comparison, the smart card processor decrypts the 
hash received from the registration au&ority using a public key« The smart card 
then generates a hash for the new data. The generated hash and the decrypted 
hash are compared to ensure that the new data came from the registration 
authority. 

The new smart card data sent by &e registration authority also includes a 
new smart card sequence nxmiber, a new expiration date for the smart card^ 
software license expiration dat^, and software security expiration dates. 

The Bmait card sequence number allows the registration authority to track 
updates to the smart card. For example, the sequence number may be an n-bit 
(where n is an mteger) word that is incremented each time the smart card is 
updated. This feature allows the registration authority to detect unauthorized 
access to the smart card. 

The software license expiration date is determined by a configurable time 
period during which the license is valid based on the license agreement with the 
user. For example, the software license expiration p^od may be one hour, one 
day, thirty days, one year, or any agreed upon period of time. 

Each software license may have a corresponding software security 
expiration date that is determined by a configurable time period within which the 
user must reconnect to the registration authority to renew the sofitware license. 
The software security expiration period may be determined by the vendor based 
on security considerations and may be any desired length of time. 

The smart card expiration date is determined by configurable time period 
during which the smart card will operate. The smart card expiration period may 
be determined by the software protection administrator based on security or other 
considerations and may be any desired length of time, e.g,, 30 days. The smart 
card expiration period may be set to be equal to the shortest software security 
expiration period stored on the card. 

The sinart card must be updated by the registration authority within the 
smart card expiration and software security expiration periods for the user to have 
unintemipted use of the software. Consequently, if a smart card were lost or 
stolen, an unauthorized user would only be able to use the smart card for the 
remainder of the shortest of these expiration periods. In addition, the lost or stolen 
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smart card can be disabled the next time the electronic device communicates with 
the registration authority. 

The above cited passage of Edelman teaches decrypting a hash provided from a third 
party and then generating a hash for new data received and comparing the two hashes. 
Matching the two hashes verifies that the data came from the same source as the 
encrypted hash and that the data is therefore valid. 

While the above cited [^ssage does teach comparing two hashes^ neither these 
ha^es nor any other portion of Edelman, is directed towards policies. The MPEP 
§2 173.05(a) states ^'When the specification states the meaning that a term in the claim is 
intended to have, the claim is eptamined using that meamng, in order to achieve a 
complete exploration of the applicant's invention and its relation to the prior art." In re 
Zeltz. 893 F.2d 319, 13 USPQ2d 1320 (Fed. Cir. 1989). The specification, on page 9, 
lines 26 through 28, defines the term "policy" as "a set of rules* also referred to as policy 
rules, used to handle packets." 

The Edelman reference is not concerned with packets or policies for handling 
packets. Instead, the Edelman reference is concerned with verifying the validity of the 
identity of a source of data. As Edelman does not teach packets or policies for handling 
packets, the above cited passage of Edelman cannot teach a second hash value that 
represents a current policy configuration for a quality of service. Thus, Edeknan docs not 
teach the feature of **responsive to a first hash value being present within the request, 
■ comparing the first hash value to a second hash value, wherein the second hash value 
represents a current policy configuration for a qxiality of service." 

Furthermore, Mohaban does not cure the deficiencies of Edelman. Mohaban does 
not teach the feature missing from Edelman, "responsive to a first hash value being 
present within the request, comparing the first hash value to a second hash value, wherein 
the second hash value represents a current policy configuration for a quality of service," 
nor does the Ejtaminer point to any portion of Mohaban. that teaches this feature. 
Mohaban does not teach hash values representing a quality of service. Rather, Mohaban 
teaches generating a hash and storing the hash in a table, wherein the hash presents either 
information identifying a data fiow or a combination of information identifying a data 
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flow and a quality of service (See Mohahan coL 7, lines 3 -6; col. 8, line 61 - col. 9, line 
3). Furthermore, Mohaban does not teach receiving a request that has a hash value 
present within the request. Instead^ Mohaban teaches "obtaining information that 
identifies the current flow in the message dements and looking it up in the hash table." 
(Mohaban^ col 9, lines 11-13). 

Therefore, as neither Edelman nor Mohaban nor the combination of Edehnan in view of 
Mohaban teaches responsive to a first hash value being present within the request, comparing the 
first hash value to a second hash value, wherein the second hash value represents a current policy 
configuration, it follows that neither Edelman nor Mohaban nor the combination of Edelman in 
light of Mohaban teaches the feature of •'responsive to a first hash value being present within the 
request, comparing the first hash value to a second hash value, wherein the second hash value 
represents a current policy configuration for a quality of service," as recited in claim 1 of the 
present invention. Accordingly^ the Final OflGce Action fails to state a case of prima facie 
obviousness. 

Additionally, stating that it is obvious to try or make a modLfication or combination 
v^athout a suggestion in the prior art is not prima facie obviousness. The mere fact that a prior art 
reference can be readily modified does not make the modification obvious unless the prior art 
suggested the desirability of the modification. In re Laskowski, 871 F*2d 115, 10 U.S.P.Q,2d 
1397 (Fed Cir. 1989) and also see In re Fritch, 972 F.2d 1260, 23 U.S.P.Q.2d 1780 (Fed. Cir. 
1992) and/« reMiUs, 916 F,2d 680, 16 U,S.P,Q.2d 1430 (Fed. Cir. 1993). An Office Action 
may not merely state that the modification would have been obvious to one of ordinary skill in 
the art without pointing out in the prior art a su^estion of the desirability of the proposed 
modification. 

Obviousness under section 103 is directed to compositions and methods, and not to 
making efforts and attempts. Slight reflection suggests that there is an element of "obvious to 
try" in any research endeavor, that it is not undertaken with complete blindness but rather with 
some semblance of a chance of success, and patentability determinations based on that as a test 
would result in a marked deterioration of the entire patent system as an incentive to invest in 
those efforts and attempts which go by the name of research. Therefore, a modification or 
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combination is obvious only if it h obvioxis to do from some teaching or suggestion in the prior 
art with a reasonable expectation of success. 

A Final Office Action does not provide any valid motivation to combine the cited 
references. The alleged motivations provided by the Office Action are a restatement of the 
problem that each reference is trying to solve, without making any connection between the two 
problems or stating how the problems are in any way related. Neither of the references teaches 
anything about the problem or source of the other reference. "It is impermissible within the 
framework of section 103 to pick and choose from any one reference only so much of it as will 
si^port a given position, to the exclusion of other parts necessaiy to the full appreciation of what 
such reference fairly suggests to one of ordinary skill in the art." In re Hedges, 228 U.S.P.Q. at 
687. Thus, when Edelman is examined as a whole, Edelman teaches one of ordinary skill in the 
art a me±od for validating the source of received data and for preventing unauthorized access to 
electronic data stored on an electronic device. Mohaban is directed towards a method for 
"automatic reverse-direction or bi-directional quality of service treatment of network data 
flows.'* (see Mohaban, Abstract). As neither reference teaches anything about the problem or 
source of the other reference, one of ordinary skill in the art would not be motivated to make the 
changes proposed by the Final Office Action. 

Furthermore, no motivation exists to combine the cited references. The present invention 
recognizes the need for an improved method of classifying packets in order to decrease the time 
needed to route a package to its destmation, Edelman does not teach the problem or its source. 
Instead, Edelman is directed to vahdating the source of received data and preventing 
unauthorized access to electronic data stored on an electronic device. Neither does Mohaban 
teach the problem or its source. Instead, Mohaban is directed towards "automatic reverse- 
direction or bi-directional quali^ of service treatment of network data flows " (see Mohaban, 
Abstract), The process Edelman describes occurs in the application layer, whereas the problem 
and solution taught by Mohaban occur in the transport layer. Neither of the cited references 
teaches the problem or source of the problem solved by the present invention. Therefore, one of 
ordinary skill in the art would not be motivated to combine or modify the references in the 
manner required to form the solution disclosed in the claimed invention. Accordingly, it is not 
possible to state a prima facie case of obviousness. 
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The presently claimed invention may be reached only through an improper tise of the 
disclosed invention as a template to modify the prioi art to reach the claimed Invention, An 
Examiner may not make modifications to the prior art using the claimed invention as a model for 
the modifications. Tn re Frttch, 972 R2d 1260, 23 U,S.P,Q.2d 1780, 1783-1784 (Fed, Cir. 
1992), "The mere fact that the prior art may be modified in the manner suggested by the 
Examiner docs not make the modification obvious imless the prior art has suggested the 
desirability of the modification." Id. In other words, unless some teaching exists in the prior art 
for the suggested modification, merely asserting that such a modification would be obvious to 
one of ordinary skill in the art is unproper and cannot be used to meet the burden of establishing 
a prima facie case of obviousness. Such reliance is an impermissible use of hindsight with the 
benefit of Appellants' disclosure. 

Therefore, absent some teaching, suggestion^ or incentive in the prior art, Edehnan and 
Mohaban cannot be properly modified to form the claimed invention. As a result, absent any 
teaching, suggestion, or incentive from the prior art to make the proposed modifications, the 
presently claimed invention can be reached only through an impermissible use of hindsight with 
the benefit of Appellants* invention as a model. 

One cannot use hindsight reconstruction to pick and choose among isolated disclosxires in 
the prior art to deprecate the claimed invention. In re Fritch, 972 F.2d 1260, 23 U.S.P.Q.2d 
1780, 1784 (Fed,ar 1992), 

Furthermore, even if Edelman and Mohaban could be properly combined, a combination 
of Edelman and Mohaban would not form the presently claimed invention as recited in claim 1. 
Instead, a combination of Edelman and Mohaban would, at best, result in a method for validating 
the source of received data and preventing xwiauthorized access to electronic data stored on an 
electronic device, which can also provide automatic rcverae-dh'ection or bi-directional quality of 
service treatment of network data flows. 

Additionally, Mohaban teaches examining each inbound data packet, determining a 
qxiality of service and a flow for the data packet, The quality of service value is stored along with 
information identifying the network data flow in a hash table. However, the hash itself is a hash 
of the information that identifies the flow, not a hash that represents the quality of service, as 
recited in claim 1, When an outbound data packet is detected, Mohaban teaches hashing the 
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information in the outbound data packet that identifies what flow the outbound packet belongs to 
and comparing that hash xxJue to the hash values in the table and if a match is found, appljring 
the quality of service associated with the hash value that is also stored in the hash table. 

Therefore, the combination of Edelman and Mobaban would not reach the presently 
claimed invention. Accordingly, the Final Office Action fkils to state a case of prima facie 
obviousness. 

Thus, for all the reasons set forth above, Appellants submit that independent claims 1, 13, 
15, and 27 are patentable over the cited references as neither Edelman^ Mohaban nor a 
combination of Edelman in view of Mohaban teaches the present invention as recited in claims 
1, 13. 15, and 27- 

Claims 7, 21 , and 33 are dependent claims depending from independent claims 1,15, and 
27. As Applicants have already demonstrated that independent claims 1,15, and 27 are 
patentable over Edelman and Mohaban references, Applicants submit that dependent claims 7, 
21, and 33 are patentable over the Edehnan and Mohaban references at least by virtue of 
depending from an allowable claim. 

Therefbre, Appellants respectfully request that the rejection of claims 1, 7, 13, 15, 21, 27, 
and under 35 U.S.C. § 103 be reversed. 



A2. 3S U>S,C. S 103. Obviousness, claims 8, 12. 14. 22, 26. 34, and 38 
Regarding Claim 8, the Final Office Action states: 

Regarding claim 8, the combination Edelman-Mohaban teaches a method 
in a data processing system for processing a request, the method comprising: 

responsive to receiving a request containing a selected cookie in which the 
selected cookie inclxides a first hash value and information associated with the 
hash value, determining whether the first hash value corresponds to a second hash 
value, wherein the second hash value represents a current policy configuration for 
processing requests by the data processing system [see Edelman; column 10, lines 
13-63]; [see Mohaban; column 6, line sl-15; colunm 8, lines 40-67; column 9, 
lines 1-3]; and 

responsive to a correspondence between the first hash value and the 
second hash value, processing the request using the information [see Edelman; 
column 10, lines 13-63]; [see Mohaban; column 6, line sl-15; column 8, lines 40- 
67; column 9, lines 1-3], The same motivation that was used for the rejection of 
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claim 1 is also valid far claim 8 [see Mohaban; column S» lines 5-8]. By this 
lationale. dalm 8 is rejected. 

Final Ofiflce Action dated December 28, 2005, pages 4 and 5, 

Independent claim 8> which is representative of independent claims 14, 22, and 34 
with regard to similarly recited siibject matter, recites: 

8- A method in a data processing system for processing a request, the method 
comprising: 

responsive to receiving a request contahiing a selected cookie in which the 
selected cookie includes a first hash value and information associated with the 
hash value, determining whether the first hash value corresponds to a second hash 
value, wherein the second hash value represents a current policy configuration for 
processing requests by the data processing system; and 

responsive to a correspondence between the first hash value and the 
second ha^ value, processing the request using the information. 

As was discussed above in regards to the rejection of claim 1, neither Edelman, 
Mohaban, nor the combination of Edehnan in view of Mohaban, teaches the feature of 
•^responsive to a first hash value being present within the request, comparing the first 
hash value to a second hash value, wherein the second hash value represents a current 
poUcy configuration for a quality of service," 

Additionally, neither Edelman, nor Mohaban, nor the combination of Edelman in 
view of Mohaban, teaches receiving a request containing a selected cookie, wherein the 
selected cookie contains the first hash value and information associated with the first 
hash value, nor does the Final Office Action cite to any section of Edelman or Mohaban 
as teaching this feature. Additionally^ on page 9, the Fitial Office Action states 
"Edehnan-Mohaban discloses the data processing system of claim 1, but fails to disclose 
a method wherein the first hash value and the information are located in a cookie within 
the request." 

Therefore, as neither Edelman nor Mohaban nor the combination of Edelman in view of 
Mohaban teaches receiving a request containing a selected cookie, wherein the selected cookie 
contains the first hash value and information associated with the first hash value, it follows that 
neither Edelman nor Mohaban nor the combination of Edelman in light of Mohaban teaches the 
feature of "responsive to receiving a request containmg a selected cookie in which the selected 
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cookie includes a first hash value and information associated with the hash value, determining 
whether the first hash value corresponds to a second hash value, wherein the second bash value 
represents a current poUcy configuration for processing requests by the data processing system," 
as recited in claim 8 of the present invention. Accordingly, the Einal Office Action fails to state a 
case of prima facie obviousness. 

Additionally, as was discussed above in regards to the rejection of claim 1, the Final 
Office Action fails to provide a valid motivation to combine the cited references. Furthermore, as 
discussed above in regards to the rejection of claim 1, the present invention can be reached only 
through an improper use of hindsight with Appellants' invention as a model. Also, as was 
discussed above in regards to the rejection of claim 1, even if the cited references could be 
properly combined, the references would still not teach the invention as recited in claim 8. 

Therefore, for all the reasons set forth above. Appellants submit that independent 
claims 8^ 14^ 22, and 34 are patentable over the cited references as neither Edelman, 
Mohaban, nor a combination of Edehnan in view of Mohaban, teach the present 
invention as recited in claims 8, 14, 22, and 34, 

Claims 12^ 26^ and 38 are dependent claims depending &om independent claims 8, 22, 
and 34, As Applicants have aheady demonstrated that independent claims 8, 22, and 34 are 
patentable over the Edelman and Mohaban references, Applicants submit that dependent claims 
12, 26^ and 38 are patentable over the Edelman and Mohaban references at least by virtue of 
depending from an allowable claim, 

Therefore, Appellants respectfully request that the rejection of claims 8, 12, 22^ 26, 34 
and 38 under 35 U.S.C. § 103 be reversed. 

B, GROUND OF REJECTION 2 (Claims 2-4, 16-18, and 28-30) 

The Final OfEce Action rejects claims 2-4, 16-18, and 28-30 under 35 U.S.C. § 103(a) as 
being unpatentable over Edehnan, U. S, Patent No. 6,857,067 B2 in view of Mohaban et al., U.S. 
Patent No, 6,788,647 B 1, and further in view of Masters, U.S. Patent No. 6,374,300 B2. 

With regards to claim 2, the Office Action states; 

Claims 2-4, 16-18, and 28-30 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Edelman and Mohaban, as applied to claims 1, 8, 1 5, 22, 
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27 and 34 above, and in further view of Masters (Masters), U*S. Patent No. 
6,374300 B2. 

Regarding claim 2» the combinatioiL Edelman-Mohaban teaches the 
invention substantially as claimed. Edelman-Mohaban discloses the data 
processing system of claim 1, but fails to disclose a method wherein the first hash 
value and the inforaiation are located In a cookie within ttie request. 

Final Office Action dated December 28, 200S, page 9. 

Claim 2, which is representative of claims 16 and 28 with regard to similarly 
recited subject matter, depends from independent claim 1« As was discussed above with 
regards to the rejection of claim 1, neither Edelman, Mohaban, nor the combination of 
Edetman in view of Mohaban, teaches the feature of '^responsive to a first hash value 
being present within the request, comparing the first hash value to a second hash value, 
wherein the second hash value represents a current policy configuration for a quality of 
service," Masters does not cure this deficiency. Masters does not teach the feature of 
"responsive to a first hash value being present within the request, comparing the first 
hash value to a second hash value, wherein the second hash value represents a current 
policy configuration for a quality of service/' nor does the Final Office Action cite any 
portion of Masters as teachmg the feature. Masters teaches inserting a hash into a cookie 
in order to identify a relationship between ttie client and the destination. 

Additionally, stating that it is obvious to try or make a modification or combination 
without a suggestion in the prior art is not prima facie obviousness. The mere fact that a prior art 
reference can be readily modified does not make the modification obvious unless the prior art 
suggested the desirability of the modification. In reLaskowski, 871 F,2d 115, 10 U.SP,Q.2d 
1397 (Fed, Cir. 1989) and also see In re Fritch, 972 F.2d 1260. 23 U.S.P.Q.2d 1780 (Fed. Cir. 
1992) and In re Mills, 916 F,2d 680, 16 U.S.P.Q.2d 1430 CFed Cir. 1993). A Final Office 
Action may not merely state that the modification would have been obvioiis to one of ordinary 
skill in the art without pointing out in the prior art a suggestion of the desirability of the 
proposed modificatioa 

Obviousness luider section 103 is directed to compositions and methods, and not to 
making efforts and attempts. Slight reflection suggests that there is an element of "obvious to 
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try** in any research endeavor; that it is not undertaken with complete blindness biit rather with 
some setnblance of a chance of success* and patentability detenninations based on that as a test 
would result in a marked deterioration of the entire patent system as an incentive to invest in 
those efforts and attempts which go by the name research. Theiefore, a modification or 
combination is obvious only if it is obvious to do Scorn some teaching or suggestion in the prior 
art with a reasonable expectation of success. 

The Final OfiBce Action does not provide any valid motivation to combine the cited 
references. The alleged motivations provided by the Final Office Action are a restatement of the 
problem that each reference is trying to solve, without making any connection between the 
problems of the references or without stating how the problems are in any way related None of 
the references teaches anything about the problem or source of the other references. "It is 
impermissible within the framework of section 103 to pick and choose fiom any one reference 
only so much of it as will support a given position, to the exclusion of other parts necessary to 
the full appreciation of what such reference fairly suggests to one of ordinary skill in the art." In 
re Hedges, 228 U.S.P.Q, at 687, Thus, when Edelman is examined as a whole, Edelman teaches 
one of ardinaiy skill in the art a method for validating the spiirce of received data and fbr 
preventing unauthorized access to electronic data stored on an electronic device* Mohaban is 
directed towards a method for "automatic reverse-direction or bi-directional quality of service 
treatment of network data flows/* (see Mohaban, Abstract), Masters teaches inserting a hash 
into a cookie in order to identify a relationship between the client and the destination. As none 
of the references teaches anything about the problem or source of the other references, one of 
ordinary skill in the art would not be motivated to make the changes proposed by the Final 
Office Action. 

Furthermore, no motivation exists to combine the cited references. The present invention 
recognizes the need for an improved method of classifying packets in order to decrease the time 
needed to route a package to its destination. Edelman does not teach the problem or its source. 
Instead, Edehnan is directed to validating the source of received data and preventing 
unauthorized access to electronic data stored on an electronic device. Neither does Mohaban 
teach the problem or its source. Instead, Mohaban is directed towards ^'automatic reverse- 
direction or bi-directional quality of service treatment of network data flows," (see Mohaban, 
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Abstract). Masters does not teach the problem or its source either. Masters teaches inserting a 
hash into a cookie in order to identify a relationship between the client and the destination. 
None of the cited references teaches the problem or source of the problem solved by the present 
invention. Therefore, one of ordinary skill in the art would not be motivated to combine or 
modify the references in the manner required to form the solution disclosed in the claimed 
invention. Accordingly, it is not possible to state a prima facie case of obviousness. 

The presently claimed invention may be reached only through an improper use of the 
disclosed invention as a template to modify the prior art to reach the claimed invention. An 
Examiner may not make modifications to the prior art using the claimed invention as a model for 
the modifications. In re Fritch, 972 F.2d 1260, 23 U.S.P,Q.2d 1780, 1783-1784 (Fed. Cir. 
1992). "The mere fact that the prior art may be modified in the manner suggested by the 
Examiner does not make the modification obvious unless the prior art has suggested the 
desirability of the modification,** Id, In other words, unless some teaching exists in the prior art 
for the suggested modificationp merely asserting that such a modification would be obvious to 
one of ordinary skill in the art is improper and cannot be used to meet the burden of establishing 
3, prima facie case of obviousness. Such reliance is an impermissible use of hindsight with the 
benefit of Appellants^ disclosure. 

Therefore, absent some teachings suggestion, or incentive in the prior art, Edelman, 
Mohaban, and Masters cannot be properly modified to form the claimed invention. As a result, 
absent any teaching, suggestion* or incentive from the prior art to make the proposed 
modifications, the presently claimed invention can be reached only through an impermissible use 
of hindsight with the benefit of Appellants' invention as a model. 

One cannot use hindsight reconstmction to pick and choose among isolated disclosures in 
the prior art to deprecate the claimed invention. In re Fritch, 972 F,2d 1260, 23 U.S,P,Q.2d 
1780, 1784 (Fed Cir. 1992). 

Furthermore, even if Edelman, Mohabon, and Masters could be properly combined, a 
combination of Edelman, Mohaban, and Masters would not form the presently claimed invention 
as recited in claim 2, Instead, a combination of Edehnan^ Mohaban, and Masters would, at best, 
result in a method for using cookies to validate the source of received data and prevent 
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unauthorized access to electronic data stored on an electronic device, which can also provide 
automatic reverse-direction or bi-directional quality of service treatment of network data flows. 

Additionally, Mohaban teaches examining each inbound data packet, determining a 
quality of service and a flow for the data packet. The quality of service value is stored along 
with information identifying the network date flow in a hash table. However, the hash itself is a 
hash of the inforauition that identifies the flow, not a hash that represents the quality of service, 
as recited in claim L When an outbound data packet is detected, Mohaban teaches hashing the 
information In the outbound data packet that identifies what flow the outbound packet belongs to 
and comparing that hash value to the hash values in the table and if a match is found, applying 
the quality of service associated with the hash value that is also stored in the hash table. 

Therefore, the combination of Edelman, Mohaban and Masters would not reach the 
presently claimed invention. Accordingly^ the Final OfBce Action fails to state a case of prima 
facie obviousness. 

Claims 2-4, 16-18, and 28-30 are dependent claims depending from independent claims 
1, 15, and 27. As Applicants have abeady demonstrated that indep^dent claims 1 » IS. and 27 
are patentable over the combination of Edelman in view of Mohaban and Edelman in view of 
Mohaban further in view of Masters, Applicants submit that dependent clainos 2-4, 16-18, and 
28-30 are patentable over the Edehman in view of Mohaban further in view of Masters 
references, at l»st by virtue of depending from an allowable claim. 

Therefore, Appellants respectfully request that the final rejection of claims 2-4, 16-18, 
and 28-JO imdcr 35 U.S.C. § 103 be reversed. 
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CLAIMS Af FEWPIX 
The text of the claims involved in the appeal are: 

1, A method in a data processing system for processing a request, the method comprising: 
receiving the request; 

responsive to a first hash value being present Tvithin the request, comparing the first hash 
vahie to a second hash value» wherein the second hash value represents a current policy 
configuration for a quality of service; and 

responsive to a match between the first hash value and the second hash value, setting a 
quality of service based on information associated vnth the first hash value. 

2, The method of claim I, wherein the first hash value and the information are located in a 
cookie within the req\:est. 

3, The method of claim 2, wherein the cookie is located within a header of the request. 

4, The method of claim 1 , wherein the request is a hypertejct transport protocol request 

5, The method of claim 1 further comprising: 

responsive to an absence of a hash value in the request* identifying a policy rule for 
processing the request to form an identified policy rule; 

identifying a classification for the request using the identified policy rule; 
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hashing the current policy configuratioa, of which the identified policy rule is a part, 
using a hashing algorithm to generate a current hash value; and 

placing the cunnent hash value and the information into the request. 

6. The method of claim 5, wherein the hash value and the information are placed into a 
cookie. 

7, The method of claim I. wherein the data processing system is a server* 

8< A method in a data processing system for processing a request, the method comprising: 

responsive to receiving a request containing a selected cookie in which the selected 
cookie includes a first hash value and information associated with the hash value, determining 
whether the first hash value corresponds to a second hash value^ wherein the second hash value 
represents a current policy configuration for processing requests by the data processing system; 
and 

responsive to a correspondence between the first hash value and the second hash value, 
processing the request using the informatiott. 

9. The method of claim 8 further comprising; 

responsive to receiving a request containing the selected cookie, determining whether the 
selected cookie is stale; 
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responsive to an absence of a detenxiination that the cookie being is stale, generating a 
new classification for the request for fhe request; and 

responsive to the cookie being stale, preventing initiation of the determining step. 

10. The method of claim 9 further comprising: 

responsive to an absence of the selected cookie, processing the request with the current 
policy configuration to generate a first classification for the request; 

applying a hashing algorithm to the current policy configuration to generate the flrst hash 
value; and 

placing the first hash value and information associated with the first hash value within a 
new cookie. 

1 1 . The method of claim 8, wherem the selected cookie includes a universal resource 
identifier, a user identification, and a user group identification. 

12. The method of claim 8, wherein the information includes a quality of service indicator. 

13. A data proce ssing system comprising: 
a bus system; 

a communications unit connected to the bus system; 

a memory connected to the bus system, wherein the memory includes a set of 
instructions; and 
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a processing unit connected to the bus system, wherein the processing unit executes the 
set of instructions to receive the request; compare the first hash value to a second hash value m 
response to a first hash value being present within the request, wherein the second hash value 
represents a current policy configuration for a quality of service; and set a quality of service 
based on information associated with the furst hash value in response to a match between the first 
hash value and the second hash value, 

14. A data processing system comprising: 
a bus system; 

a communications unit connected to the bus system; 

a memory connected to the bus system, wherein the memory includes a set of 
instructions; and 

a processing unit connected to the bus system, wherein the processing unit executes the 
set of instructions to determine whether the first hash value corresponds to a second hash value 
in response to receiving a request containing a selected cookie in which the selected cookie 
includes a first hash value and information associated with the hash value, wherein the second 
hash value represents a current policy configuration for processing requests by the data 
processing system; and process the request using the information in response to a 
correspondence between the first hash value and the second hash value. 

15. A data processing system for processing a request, the comprising: 
receiving means for receiving the request; 
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comparing means, responsive to a first hash value being present within the request, for 
comparing the first hash value to a second hash value^ wherein the second bash value represents 
a current policy configuration for a quality of service; and 

setting means, responsive to a match between the first hash value and the second hash 
value, for setting a quality of service based on information associated with the first hash value; 

16, The data processing system of claim 1 5, wherein the first hash value and the information 
are located in a cookie within the request* 

17. The data processing system of claim 1 6, wherein the cookie is located within a header of 
the request 

1 8, The data processing system of claim 1 5> wherein the request is a hypertext transport 
protocol request. 

1 9. The data processing system of claim 1 5 further comprising; 

first identifying means, responsive to an absence of a hash value in the request, for 
identifying a policy rule for processing the request to form an identified policy rule; 

second identifying means for identifying a classification for the request using the 
identified policy rule; 

hashing means for hashing the current policy configuration, of which the identified 
policy rule is a part, using a hashing algorithm to generate a current hash value; and 

placing means for placing the current hash value and the information into the request. 
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20. The data processing system of claim 19, wherein the hash value and the information are 
placed into a cookie* 

2L The data processing system of claim 15, wherein the data processing system is a server* 

22. A data processing system for processing a request, the data processing system 
comprising: 

determining meanSj responsive to receiving a request containing a selected cookie in 
which the selected cookie includes a first hash value and information associated with the hash 
value, for determining whether the first hash value corresponds to a second hash value, wherein 
the second hash value represents a current policy configuration for processing requests by the 
data processing system; and 

processing means, responsive to a correspondence between the first hash value and the 
second hash value, for processing the request using the information. 

23. The data processing system method of claim 22, wherein the determining means is a first 
determming means and further comprising: 

second determining means> responsive to receiving a request containing the selected 
cookie, for determining whether the selected cookie is stale; 

generating means» responsive to an absence of a determination that the cookie being is 
stale, for generating a new classification for the request; and 

preventing means, responsive to the cookie being stale, for preventing initiation of the 
determining means. 
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24. The data processing system of claim 23, wherein the processing means is a first 
processing means and further comprising; 

second processing means, responsive to an absence of the selected coolde, for processing 
the request with the current policy configuration to generate a first classification for the request; 

applying means for applying a hashing algorithm to the current policy configuration to 
generate the first hash value; and 

placing means for placing the first hash value and information associated with the first 
hash value within a new cookie. 

25. The data processing system of claim 22, wherein the selected cookie includes a universal 
resource identifier, a user identification^ and a group identification. 

26. The data processing system of claim 22, wherem the information includes a quality of 
service indicator, 

27. A computer program product in a computer readable medium for processing a request, 
ttke computer program product comprising: 

first instructions for receiving the request; 

second instructions, responsive to a first hash value being present within the request, for 
comparing the first hash value to a second hash value, wherein the second hash value represents 
a current policy configuration for a quality of service; and 
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third instructions, responsive to a match between the first hash value and the second hash 
value, for setting a quality of service based on information associated with the first hash value. 

28. The computer program product of claim 27, wherein the first hash value and the 
infonuation are located in a cookie within the request. 

29. The computer program product of claim 28, wherein the cookie is located within a header 
of the request. 

30. The computer program product of claim 27, wherein the req[uest is a hypertext transport 
protocol request- 

3 1 . The computer program product of claim 27 fiirther comprising: 

fourth instructions, responsive to an absence of a hash value in the request, for 
identifying a policy rule for processing the request to form an identified policy rule; 

fifth instructions for identifying a classification for the request using the identified policy 

rule; 

sixth instructions for hashing the current policy configuration, of which the identified 
policy rule is a part, using a hashing algorithm to generate a current hash value; and 

seventh instructions for placing the current hash value and the infbrmation into the 
request. 

32. The computer program product of claim 3 1, wherein the hash value and the information 
are placed in a cookie. 
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33, The computer program product of claim 27, wherein the data processing system is a 



server. 



34, A computer program product in a computer readable medium for processing a request, 
the computer program product comprising: 

fiist instructions, responsive to receiving a request containmg a selected cookie in which 
the selected cookie includes a first hash value and information associated with the hash value, for 
determming whether the first hash value corresponds to a second hash value, wherein the second 
hash value represents a current policy configuration for processing requests by the data 

processing system; and 

second instructions, responsive to a correspondence between the furst hash value and the 
second hash value, for processing the request using the information, 

35, The computer program product of claim 34 further comprising: 

third instmctions, responsive to receiving a request containing the selected cookie, for 
determining whether the selected cookie is stale; 

fourth instructions, responsive to an absence by a determination that the cookie being is 
stale, for generating a new classification for the request; and 

fifth instructions, responsive to the cookie being stale, for preventing initiation of the 
determining step. 
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36. The computer program product of claim 35 ftirther comprising: 

sixth instructions, responsive to an absence of the selected cookie, for processing the 
request with the current policy configuration to generate a first classification for the request; 

seventh instrucHons for applying a hashing algorithm to the current policy configuration 

to generate the first hash valtie; and 

eighth instructions for placing the first hash value and information associated with the 

first hash value vvifliin a new cookie. 

37. The con4)uter program product of claim 34, wherein the selected cookie includes a 
universal resource identifier, a user identification, and a group identification, 

38. The computer program product of claim 34, wherein the infonnatioo includes a quality of 
service indicator. 
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There is no evidence to be presented* 
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There are no related proceedings. 
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